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Introduction

The GDPR, as an EU Regulation, is directly effective 
on each member state. This means that the GDPR will 
apply to each member state without the requirement of 
implementing national legislation. By contrast, the current 
data protection legislation (i.e. the Directive) required  
each member state to legislate to achieve the goals of  
the Directive. This has resulted in a patch-work  
of varying national legislation across the EU. The GDPR 
aims to harmonise data protection laws across the EU, 
with discretion left to member states in very few areas of 
the GDPR.

The GDPR’s attempt to coordinate EU data protection 
laws will make compliance easier for organisations (which 
will include public authorities) and multinationals on 
an EU wide basis. For this reason, organisations should 
welcome the GDPR rather than fear its introduction. 
While it is being heralded as one of the most wide ranging 
pieces of legislation passed by the EU in recent times, it is 
important for organisations to note that the GDPR builds 
on familiar rules and principles set out in the Directive 
and the Irish Data Protection Acts 1988 and 2003 (as 
amended) (together the “Acts”).

One of the fundamental aims of the GDPR is to affect a 
change in organisations’ cultures and attitudes towards 
data protection generally. While the GDPR will ultimately 
impose a greater burden on those organisations that 
process personal data, compliance with the GDPR will 
likely create a competitive edge in the future.

Eversheds Sutherland are currently working with a large 
number of organisations to create a GDPR compliance 
roadmap which in turn enables organisations to be clear 
in relation to the steps that need to be taken in order to 
ensure GDPR compliance.

The key to compliance is to understanding the data 
landscape within your organisation. We are currently 
working with our clients to assist them with that process. 
This involves assisting clients to identify the Who, What, 
Why, When and Where, as follows:

(i) Who being Whose data you hold?

(ii) What being What data you hold?

(iii) Why being Why you hold the data?

(iv) When being How Long you should retain the data for?

(v) Where being Where you are holding or storing the 
data?

The General Data Protection Regulation (the “GDPR”) was initially 
published by the European Commission in January 2012 with the 
aim of harmonising data protection legislation within the 
European Union (“EU”). After four years of negotiation, it was 
finally adopted on 27 April 2016. Following a two year 
implementation period, the GDPR will come into force across the 
EU on 25 May 2018 (the “Effective Date”) and it will replace 
national legislation, which implements the existing Data 
Protection Directive 95/46/EC (the “Directive”).
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The regulation at 
a glance
1. Extra-territorial scope

Unlike the current regime, the GDPR extends the territorial 
reach of EU data protection law. It captures not only the 
processing of personal data by EU based data controllers 
and data processors which have EU establishments. In 
addition, it will also apply to all data controllers and data 
processors established outside of the EU but which offer 
goods or services to EU data subjects (even if for free) 
or which monitor the behaviour of EU data subjects, 
irrespective of whether the processing takes places in the 
EU or not. This highlights the fact that the GDPR will have 
a much broader impact than the current regime.

2. Accountability 

The GDPR introduces the concept of accountability, 
which requires organisations to not only comply with the 
obligations of the GDPR but also to “demonstrate” such 
compliance. Therefore, organisations will be required to 
keep detailed records of their processing activities and 
implement appropriate technological and organisational 
measures to ensure, and demonstrate, that the processing 
is carried out in accordance with the GDPR.

3. Data processors 

The GDPR introduces a new direct and specific statutory 
obligation on data processors in relation to accountability, 
co-operation with the supervisory authority, data security, 
data breach notifications and data protection officers. 
This will have a significant impact on organisations that 
are traditionally data processors. Organisations should 
expect more detailed contract terms regarding data 
protection and in particular, in relation to the appointment 
of sub-data processors. Similar to data controllers, 
non-compliant data processors may also be subject to 
enforcement action under the GDPR.

4. Consent

The GDPR introduces a more prescriptive basis for 
consent. Under the GDPR, data subjects must freely give 
“specific, informed and unambiguous consent” to the 
processing of their data. The difference between consent 
and explicit consent is less clear, both now must be given 
by a statement or some form of clear affirmative action. 
The GDPR also requires that data subjects give additional 
consent for each additional processing operation. 
Furthermore, data subjects can withdraw their consent at 
any stage and it must be easy for them to do so. 

5. Individuals’ rights

The GDPR creates some new rights for individuals and 
strengthens some of the existing rights, including the 
right to restrict processing, the right to data portability, 
and rights in relation to automated decision making and 
profiling. While data subject rights is not a novel concept 
under the GDPR, data subjects will now have more 
control over the processing of their personal data. Data 
subject access requests can be made under the GDPR 
free of charge and will have to be responded to within 
a shorter timeframe, placing an even greater burden 
on organisations and public authorities. In addition, a 
data subject access request can only be refused if it is 
manifestly unfounded or excessive. 

6. Privacy notices

The GDPR builds on the current fair processing 
requirements by increasing the amount of information 
that you must provide to data subjects when collecting 
their personal data, to ensure that such processing 
activities are fair and transparent. Organisations must 
provide the information in an easily accessible form, using 
clear and plain language.
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7. Lawful basis for processing personal data

In general, the GDPR does not implement significant 
change in relation to the lawful basis for processing of 
personal data. Under the Directive, the legitimate interest 
of an organisation may be outweighed by an individual’s 
fundamental rights or freedoms. However, one substantial 
change introduced by the GDPR is the fact that public 
authorities will no longer be able to rely on “legitimate 
interests” as a lawful basis for processing personal data.

8. Breach notification

The GDPR introduces a mandatory data breach 
notification mechanism whereby data breaches must 
be notified by the data controller to the relevant data 
protection supervisory authority without undue delay and 
in any event within 72 hours, unless the breach is unlikely 
to result in a risk to the rights and freedoms of data 
subjects. If this risk is high, then data subjects must also 
be notified of the breach without undue delay. Practically, 
this will require companies to put in place a data breach 
policy. In addition, the GDPR now also places a positive 
obligation on data processors to notify data breaches to 
the data controller without undue delay.

9. International data transfers

The GDPR continues to impose restrictions on the 
transfer of personal data outside the EU, to third countries 
or international organisations, in order to ensure that the 
level of protection of individuals afforded by the GDPR is 
not undermined. 

10. One stop shop

The GDPR introduces the concept of the ‘one stop shop’ 
compliance framework. This framework is relevant to 
organisations that operate across many jurisdictions as 
such organisations will be predominantly regulated by 
the supervisory authority where they have their “main 
establishment”. 

11. Sanctions

The GDPR provides new and increased caps on the level 
of fines that supervisory authorities (ie the Data Protection 
Commissioner in Ireland) are permitted to impose against 
both data controllers and now also data processors. It also 
provides supervisory authorities with extensive powers 
to enforce compliance, including the power to impose 
significant fines. Organisations can face fines of up to 
€20m or 4% of their total worldwide annual turnover in 
the previous year (whichever is the greater). Supervisory 
authorities will have discretion as to whether to impose a 
fine, and the level of that fine.
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Extra-territorial scope

The GDPR will significantly extend the territorial reach of EU data 
protection law. 

Under the GDPR, data protection law will continue to 
apply to organisations that are established in a member 
state and process data. However, in what is a significant 
expansion of the scope of EU data protection law, the 
GDPR will apply to organisations (both data controllers 
and data processors) established outside of the EU that:

 – offer goods or services to EU data subjects (even if  
for free); or

 – monitor the behaviour of EU data subjects irrespective 
of whether the processing takes place in the EU or not. 

The GDPR’s Recitals shed some light on what both 
of these mean. The offering of goods or services will 
not occur merely because a data subject can access 
the organisation’s website or contact details. Instead, 
it is important to determine whether an organisation 
envisages offering the goods or services to the data 
subject. Factors such as the use of a language generally 
used in a member state, with the possibility of ordering 
those goods and services or the mentioning of customers 
or users who are in the EU would indicate that the 
organisation envisages offering the goods or services to 
data subjects in the EU. 

In order to determine whether the processing activity is 
monitoring the behaviour of data subjects, it should be 
ascertained whether natural persons are tracked on the 
internet. This includes the future use of data processing 
techniques including profiling, particularly in order to 
take decisions concerning that person or for analysing or 
predicting that persons personal preferences, behaviours 
and attitudes.

The GDPR also places a positive requirement on any 
organisations that are based outside of the EU but fall 
under the GDPR to appoint a representative established 
in the EU. This representative will act on behalf of the 
organisation and be a point of contact for supervisory 
authorities.

Establishment 
The GDPR’s Recitals provide that “establishment” implies 
the effective and real exercise of activity through stable 
arrangements. Importantly, the legal form of such 
arrangements will not be the determining factor. This 
interpretation broadly reflects the interpretation in 
Weltimmo v NAIH (C-230/14). It was stated in this case 
that even the presence of one representative could suffice 
to constitute an “establishment” if the representative acted 
with sufficient stability for the provision of the service 
concerned in the member state in question. Additionally, 
the Court stated that the concept of “establishment” 
includes any real and effective activity exercised through 
establishments even if the activity was a minimal one.
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Data processors

The GDPR introduces a new direct and specific statutory obligation 
on data processors in relation to accountability, co-operation with 
supervisory authorities, data security, data breach notifications and 
data protection officers. This will have a significant impact on 
organisations that are traditionally data processors. 

Organisations can expect more detailed contract terms 
in relation to data protection generally and in particular 
the appointment of sub-data processors. Similar to data 
controllers, non-compliant data processors may also be 
subject to enforcement action under the GDPR.

Some obligations imposed on data processors include: 

 – not engaging sub-data processors without 
authorisation

 – to only process data in accordance with the data 
controller’s instructions

 – to maintain records of their processing activities in 
order to demonstrate compliance and make these 
records available to the relevant supervisory authority

Data controllers may only appoint data processors, which 
provide sufficient guarantees to implement appropriate 
technical and organisational measures to ensure 
processing meets the requirements of the GDPR. 

Data controller/Data processor contract
Activities must be governed by a binding contract. The 
data processor contract must include the duration, 
nature and purpose of the processing, the types of 
data processed and the obligations and rights of the 
data controller. The data processor is obliged to inform 
the data controller if it believes an instruction to give 
information to the data controller breaches the GDPR.

Next steps
Existing data processing agreements should be reviewed. 
Any new data processing agreements should be drafted  
in accordance with the requirements of the GDPR and  
the scope of the data processors responsibilities clearly 
set out.

Data processors will now be subject to the requirements 
set out in the GDPR. This will likely impose a greater 
administrative burden on those organisations.
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Accountability and 
privacy by design 
The GDPR introduces the concept of accountability and privacy by 
design, both of which are fundamental concepts of the GDPR. 

Accountability requires organisations to both comply with 
the obligations of the GDPR and to “demonstrate” such 
compliance. Organisations are required to keep detailed 
records of their processing activities and compliance 
procedures. These records must be made available to the 
supervisory authorities on request.

Privacy by design introduces an overarching obligation on 
organisations to embed data protection in its operation 
and business activities from the outset. Organisations 
need to ensure that they can implement appropriate 
technical and organisational measures in order to ensure 
GDPR compliance.

Some of the new requirements introduced by the GDPR 
as a result of this concept of privacy by design is the 
obligation on organisations to conduct mandatory privacy 
impact assessments where the proposed processing is 
“likely to result in a high risk” to the rights of individuals, 
having regard to the “nature, scope, context and purposes 
of the processing”.

Record keeping obligations
While the GDPR removes the requirement to register/
notify the relevant supervisory authority, this requirement 
has been replaced with an extensive record keeping 
obligation. 

As a data controller, you will now be required to maintain 
the following information as part of your record keeping 
obligation:

 – organisation name and contract details (including  
joint-data controllers, data protection officers and any 
other representatives)

 – the purposes for which you are processing personal 
data

 – a description of the categories of personal data you are 
processing and the categories of data subjects

 – a description of data recipients and any recipients in 
third countries

 – the relevant retention period for each category of 
personal data (or the relevant basis of determining 
such)

 – a description of the applicable security measures

As a data processor, you will now be required to maintain 
the following information as part of your record keeping 
obligation:

 – organisation name and contract details (data protection 
officers and any other representatives)

 – the name and contact details of each data controller 
(including the relevant data protection officers and any 
other representatives)

 – the purposes for which you are processing personal 
data on behalf of that data controller

 – details of transfers to a third country

 – a description of the applicable security measures

Privacy impact assessments
The GDPR will make privacy impact assessments (“PIA”) 
compulsory for certain categories of processing. 

On 4 April 2017, the Article 29 Working Party (“WP29”) 
(please see “Supervisory Authorities and the European 
Data Protection Board” for further information in relation 
to the WP29) adopted draft guidelines on PIAs (the 
“Guidelines”). The WP29 recommends that PIAs should 
be utilised to ensure accountability, and in the view of 
the WP29, conducting a PIA will help organisations build 
compliance.
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The GDPR includes a list of occasions when PIAs are 
required however, the WP29 emphasises that this not 
an exhaustive list. Some of the examples of high risk 
processing include:

 – evaluation or scoring, including profiling and predicting 

 – automated-decision making with legal or similar 
significant effect

 – systematic monitoring

 – data processed on a large scale

 – data concerning vulnerable data subjects

Organisations are obliged to consult their supervisory 
authority if the assessment indicates their processing 
activities are high risk. 

Codes of conduct 
The GDPR provides development of private sector codes 
of conduct or certification. These are programmes 
that relate to certain types of processing that must 
be approved by a supervisory authority and require 
supervision by an independent third party. However, 
compliance with codes of conduct or earning a 
certification, offers a range of benefits. For example, they 
can help demonstrate compliance by clarifying exactly 
what the requirements in the GDPR mean in a particular 
sector or in relation to a particular type of processing. 
They can also be used to justify international transfers of 
personal data. 

The use of codes of conduct and certification are a 
welcome means to provide an industry-led approach  
to compliance and to reduce the burden on supervisory 
authorities. 

Next steps
Organisations should now be reviewing and updating 
their compliance policies and a record of an organisations 
processing should be retained. Furthermore, organisations 
should be adapting their internal business structures to 
incorporate privacy by design.

Organisation should implement a general compliance 
programme this should include: PIAs, regular audits, HR 
policy reviews, updates and training and awareness raising 
programmes. 

Organisations should review existing supplier 
arrangements/contractual documentation and update 
template contracts to include the appropriate data 
processing provision which is required under the GDPR. 
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Consent

Under the GDPR, consent remains a fundamental requirement 
for the lawful processing of personal data. However, the GDPR 
introduces a more prescriptive basis for such consent.

Data subjects must provide “freely given, specific, 
informed and unambiguous consent” to the processing of 
their data. 

Some of the main changes with regard to consent 
include:

 – in order for consent to be valid, consent must now be 
given by a clear statement or a clear affirmative action 
which signifies the data subjects agreement to the 
processing of the personal data

 – silence will not be a valid method of obtaining consent

 – pre-ticked boxes will not be sufficient to constitute 
consent

 – if the data subject’s consent is in a written declaration 
involving other matters, the request for consent must 
be presented in a manner that is clearly distinguishable 
from the other matters in a simple manner

 – where processing is based on consent, the data 
controller is required to be able to demonstrate that 
the data subject consented to the processing of the 
personal data

 – the data subject has the right to withdraw their consent 
at any time, the data subject must be informed of this 
right prior to giving their consent, and importantly it 
must be as easy for the data subject to withdraw the 
consent as to give it

 – consent must be obtained for each additional 
processing operation

Consent and children 
In addition to the above, the GDPR also introduces more 
stringent rules regarding children’s consent. Where 
an organisation offers information society services, 
the child must be older than sixteen to consent to the 
processing of their personal data. If the child is younger 
than sixteen, legal guardian consent must be obtained. 
However, it should be noted that member states are free 
to implement national legislation in order to reduce the 
age of consent from sixteen years down to a minimum of 
thirteen years.

Next steps
Organisations should continue to monitor the publication 
of the WP29 guidance on consent which is anticipated in 
the coming months.

Organisations should undertake a review of its processing 
of personal data in order to determine the categories of 
personal data they are processing on the basis of consent. 
Where organisations are seeking to rely on such consent 
when the GDPR comes into force, that consent will need 
to meet the new conditions set out in the GDPR.

In particular, organisations should ensure that their 
internal systems/documentation require the appropriate 
affirmative action by a data subject when they are 
providing consent going forward. 

Organisations who obtain data subject consent in a 
written declaration should review, and where necessary, 
re-draft any declarations of consent to ensure that the 
request for consent is easily distinguishable from any 
other matters in the declaration.
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Data protection officers 

Under the GDPR, there is now a requirement for data controllers 
and data processors to appoint a Data Protection Officer (“DPO”),  
if the organisation meets specific criteria. 

The GDPR states that organisations must appoint a DPO if 
one of the following criteria applies:

 – the organisation is a public body/authority

 – their primary processing activities involve regular 
systematic monitoring of data subjects of a large-scale, 
or

 – its core activity is large scale processing of sensitive data 
or data relating to criminal convictions

A DPO is an independent person who assumes formal 
responsibility for data protection compliance within an 
organisation.

Article 29 working party guidance on DPOs 
On 5 April 2017, the WP29 released guidance in relation 
to DPOs. These guidelines suggest that except for where 
it is clear that it is not necessary for an organisation to 
appoint a DPO that, for the benefit of accountability, if 
an organisation decides not to appoint a DPO voluntarily, 
then it should record the decision and set out the relevant 
factors considered during the course of the decision.  
This information can be requested by the supervisory 
authority and the assessment must be reconsidered every 
time new activities are considered. Given the increasing 
legal consequences that such analysis will create, 
organisations are advised to proceed with care when 
making their DPO assessment.

The WP29 has also provided guidance regarding the 
language used in the GDPR in relation to DPO’s. The 
guidance suggest that the notion of a “public authority or 
body” should be determined by the relevant national law; 
“core activities” should be interpreted as key operations 
which are necessary to achieve the organisation’s goals, 
or activities where the processing of data forms an 
inextricable part of the organisation’s core activity and 
on a “large scale” relates to, the number of data subjects 
concerned and the volume or range of data being 
processed. 

DPO responsibilities
A DPO may be an employee, however, organisations 
should note that the WP29 specifies that a DPO cannot 
hold a position within an organisation that might 
conflict with his/her position as DPO (for example, 
senior managers including the Head of HR, Marketing or 
Information Technology). The function of the DPO may 
also be carried out by an external service provider, so long 
as there is a clear allocation of tasks and responsibility 
between the external DPO and the relevant data 
controller or data processor.

A group of companies may appoint a single DPO, on 
condition that the DPO “is easily accessible from each 
establishment”. This means that a DPO should be 
capable of communicating in all languages relevant to 
the organisations locations. Publishing a DPO’s name 
internally is not mandatory, however it is suggested good 
practice and the DPO’s name must be communicated to 
the relevant supervisory authority. 

A DPO should be “involved, properly and in a timely 
manner, in all issues which relate to the protection of 
personal data” which may include attending senior 
management meetings, training staff, etc. 

A DPO’s primary responsibility is to observe the relevant 
organisation’s compliance with the GDPR. This should 
be done by collecting information to identify processing 
activities, analysing compliance of processing activities, 
and informing, advising and issuing recommendations 
to the organisation. The WP29 guidelines clarify that 
organisations must not give a DPO directions in relation  
to how their tasks should be carried out. In addition, a 
DPO must not be dismissed or penalised for carrying out 
its functions.

It is a DPO’s duty to report directly to the highest  
level of management, so as to ensure that all members 
of the board are aware of the DPO’s advice and 
recommendations. 
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A DPO must have expert knowledge of data protection 
law. The necessary level of expertise required by a DPO 
is not defined in the GDPR, however the DPO’s level of 
knowledge and experience should correspond to the 
sensitivity, complexity and amount of data processed by 
the relevant organisation.

The WP29 highlights the fact that it is the organisation and 
not the DPO that are accountable for compliance with 
data protection law.

Next steps
Organisations should determine whether they need to 
appoint a DPO and if so, plan how best to resource that 
position. If an organisation is not obliged to appoint a 
DPO, it should consider whether it would like to make a 
voluntary appointment.

Large organisations should also consider whether they 
will appoint a single DPO for the entire organisation or 
if the organisation would be better suited to individual 
appointments for each entity or jurisdiction.

Organisations should ensure that the DPO has access 
to the resources and support necessary to fulfil the role, 
which will in turn guarantee the DPO’s independence  
and autonomy. 

In addition to the above, organisations should establish a 
“secure means of communication” between employees 
and the DPO. 
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Data subjects rights

The GDPR creates some new rights for individuals and strengthens 
some of the existing rights.

The right to be forgotten
The right to be forgotten permits data subjects to request 
that an organisation erase their personal data in certain 
circumstances, which include:

 – where the personal data is no longer needed for the 
purpose for which it was collected

 – where the data subject objects to the processing or 
such processing is not legitimised

 – where the data subject withdraws their consent

 – where personal data is not being processed lawfully

 – where it is required by law

The right to restrict processing 
Under the GDPR, data subjects have the right to restrict 
an organisation from processing their data in certain 
circumstances, which include:

 – if the data subject contests the accuracy of the 
personal data

 – if the processing is unlawful and the data subject 
requests restriction

 – if the data controller no longer requires the personal 
data but the personal data is required by the data 
controller to establish, exercise or defend legal rights

 – if the data subject has objected to the processing 
pending the verification of the legitimate grounds of 
the data controller

Where personal data is restricted in accordance with 
this right to restrict processing, a data controller may be 
permitted to store the personal data but not process it. If 
further processing is required, such processing may only 
be undertaken where:

 – the data subject has consented

 – the processing is necessary to exercise or defend a 
legal claim

 – the processing is necessary for the protection of the 
rights of other individuals

 – the processing is necessary for the public interest

Subject access requests 
The current right of data subjects to make a subject 
access request has been strengthened by the GDPR. The 
GDPR establishes a list of the information that a data 
subject is entitled to obtain, including the purpose of the 
processing and the categories of data being processed. 
The GDPR also provides that this information shall be 
provided free of charge unless the requests are excessive. 
If the requests are excessive, a reasonable fee can be 
charged or the organisation can refuse to act on the 
request. The response time for subject access request has 
also been reduced by the GDPR to one month (with the 
ability to extend in certain limited circumstances). 

Data portability 
This new right to data portability provides data subjects 
with the right to obtain information in a structured, 
commonly used and machine readable form. Data 
subjects may ask for such data to be transferred directly 
from one data controller to another. This right is in 
addition to a data subject’s right to make a subject access 
request, however, it only applies to the following:

 – personal data provided to the data controller

 – where the processing is based on the data subject’s 
consent or is for the performance of a contract

 – the processing is carried out by automated means

The right does not apply to processing necessary for the 
performance of a task carried out in the public interest or 
otherwise by a data controller when exercising an official 
authority.

On 5 April 2017, the WP29 issued guidance in relation 
to data portability. The WP29 guidance emphasises the 
fact that the primary aim of the new right is to empower 
data subjects. The guidance also makes clear that data 
processors are obliged to assist data controllers in 
responding to a data portability request. The WP29 have 
also made it clear that the GDPR does not establish an 
absolute right to data portability where the processing 
of personal data is not based on consent or contractual 
necessity. 
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Profiling and automated decision making 
The GDPR also strengthens the rights of data subjects not 
to be evaluated based on automated decision making and 
profiling. Data subjects have the right not to be subjected 
to decisions based solely on automated processing, which 
includes profiling. However, this does not apply if:

 – the decision is necessary for a contract between the 
data subject and the organisation

 – it is authorised by law

 – where the data subject has provided his/her explicit 
consent

Data subjects must be informed of the existence of 
automated decision making (which includes profiling) 
and be provided with information in relation to the logic 
involved and the consequences of such processing on the 
data subject.

Next steps
Organisations should establish appropriate policies and 
procedures to address data subjects strengthened rights 
under the GDPR. In addition, organisations should ensure 
that they are in a position to comply with such requests 
(within the appropriate timeframe set out in the GDPR).
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Data security and 
breach notifications
The GDPR introduces a mandatory data breach notification 
mechanism whereby data breaches must be notified by the data 
controller to the relevant supervisory authority without undue delay 
and in any event within 72 hours, unless the breach is unlikely to 
result in a risk to the rights and freedoms of data subjects.

If this risk is high, then data subjects must also be notified 
of the breach without undue delay. Practically, this 
will require organisations to put in place a data breach 
policy. In addition, the GDPR now also places a positive 
obligation on data processors to notify data breaches to 
the data controller without undue delay.

Security has become a priority for most organisations. 
This emphasis on data security is mirrored in the 
heightened data security requirements in the GDPR. 

The various obligations contained in the GDPR include: 

 – the pseudonymisation and encryption of personal data

 – ensuring the on-going confidentiality, integrity, 
availability and resilience of information technology 
systems

 – restoring the availability and access to personal data  
in a timely manner in the event of a physical or 
technical incident

 – implementing a process for regularly testing, assessing 
and evaluating the effectiveness of technical and 
organisational measures for ensuring the security of 
processing

Internal data breach register 
The GDPR places an obligation on data controllers to 
document each incident “comprising of the facts relating 
to the personal data breach, its effects and the remedial 
action taken”. Supervisory authorities may request 
access to this information in order to establish how 
data controllers are complying with their data breach 
obligations.

Data breach notifications 
Data breach notifications to the supervisory authority 
should include a description of the nature of the breach, 
including the categories and approximate number of data 
subjects concerned and the categories and approximate 
number of data records concerned. 

Notification to the affected data subjects should include 
a description, in plain language, of the nature of the 
personal data breach and provide at least:

 – the name and contact details of the DPO or other 
contact point

 – the possible consequences of the breach

 – the actions taken by the data controller to address  
the personal data breach and mitigate any potential 
adverse effects

Next steps
Organisations should review and update their security 
and data breach policies and procedures. In addition, 
organisations should continually monitor their security 
procedures in order to ensure they are appropriate and 
provide the required level of protection.
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Data transfers

The GDPR continues to impose restrictions on the transfer of 
personal data to third countries. The GDPR does not make any 
fundamental changes to the law in this area. In essence, the 
GDPR preserves prohibition on the transfer of personal data to 
third countries.

Under the GDPR, notification or authorisation from 
supervisory authorities is no longer a requirement 
for numerous transfer mechanisms. This change will 
considerably reduce the administrative burdens on 
organisations which were subject to this requirement at 
national level.

The existing ‘White List’ countries which have been 
previously approved by the European Commission 
(the “Commission”) as providing an adequate level of 
protection will remain in force. The GDPR does provide 
more detail on the relevant matters that the Commission 
should consider when determining the adequacy of a 
country. The Commission also has the power to repeal, 
amend and suspend any adequacy decision.

The GDPR introduces several new transfer mechanisms, 
including National Data Protection Authority clauses, 
certifications and a derogation for the purposes of 
legitimate interests. Transfer mechanisms such as Binding 
Corporate Rules (“BCRs”) and Codes of Conduct may 
become more important as a result of the increased 
harmonisation introduced by the GDPR. The GDPR will 
also introduce a simplified method of adopting BCRs. 

The GDPR prohibits the transfer and/or disclosure of 
personal data on foot of a non-European Economic Area 
(“EEA”) court, tribunal or regulatory order unless such is 
recognised or enforceable by an international agreement. 

Under the GDPR, there is a limited minor transfer 
exemption. This narrow exemption proposes to allow 
for intermittent transfers of personal data, for example, 
where employees take their laptop with them on holiday. 
This allows data controllers to evaluate the circumstances 
and conclude that the personal data would be adequately 
protected, regardless of there being no justification for  
the transfer.

Another noteworthy change introduced by the GDPR is 
the regulation of both an initial transfer to a third country 
and onward transfers. 

It is important to bear in mind that there remains a 
significant amount of uncertainty in this area, including in 
relation to the newly agreed EU-US Privacy Shield which is 
likely to face both political and legal challenges.



The General Data Protection Regulation
Preparation Booklet

17

Privacy notes

The GDPR builds on the current fair processing requirements by 
increasing the amount of information that you must provide to 
data subjects when collecting their personal data.

When an organisation collects personal data from a data 
subject, the organisation must provide the data subject 
with the following information:

 – the identity of the organisation and the organisation’s 
representative (where applicable)

 – the contact details of the data protection officer (where 
applicable)

 – the purpose and legal basis for the processing

 – the legitimate interests of the organisation or third party 
where processing is based on legitimate interests

 – the recipient or category of recipient of the personal 
data

 – details of any non EEA data transfers and the relevant 
information regarding adequacy or suitable safeguards

 – the period of data retention or the criteria used to 
determine that period

 – the existence of the right to rectification, erasure and 
restriction of processing

 – the right to data portability

 – the right to withdraw consent

 – the right to complain to the supervisory authority

 – whether the provision of personal data is a statutory or 
contractual requirement or a requirement necessary to 
enter into a contract

 – whether the data subject is obliged to provide the data 
and the consequences for a failure to do so

 – the existence of and information relating to, automated 
decision-making

If the organisation obtained the personal data from a 
source other than the data subject, the organisation must 
provide the data subject with the above information within 
one month. Similarly, the data subject must be informed 
by the organisation, at the time of the first communication 
to the data subject, if the personal data is to be used for 
communications with the data subject. If disclosure to 
another recipient is envisaged, the organisation must 
inform the data subject of this when the personal data is 
disclosed for the first time. If an organisation intends to 
process the data other than for the purpose that it was 
collected, the organisation must also inform the data 
subject of this prior to the further processing.

The GDPR requires all of the above information to be 
provided in a concise, transparent, intelligible and easily 
accessible form, using clear and plain language. In 
addition, the above information must also be provided in 
writing or by electronic means where appropriate.

Next steps
Organisations should review their privacy notices to 
ensure they are GDPR compliant. It is likely that many 
organisations will need to update their privacy notices 
to include all the information required under the GDPR. 
Organisations should ensure that their processing 
activities are fair and transparent.
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Supervisory authorities 
and the European Data 
Protection Board 
National Data Protection Authorities (“DPAs”) are appointed as 
supervisory authorities to implement and enforce data protection 
law, and to offer guidance. DPAs have significant enforcement 
powers, including the ability to issue fines. 

The lead supervisory authority of an organisation will be 
where the organisation’s main establishment is situated 
within the EU. An organisation’s main establishment is the 
location of the central administration of that organisation. 
However, if another establishment makes decisions 
about the processing of data and have the power to 
implement such decisions, then that becomes the main 
establishment for data protection purposes.

Data subjects will have the right to make a compliant 
to the data subject’s local supervisory authority. That 
authority may investigate the complaint and the lead 
authority must be informed of the complaint in order  
to determine whether it will investigate the compliant 
itself. If the lead authority chooses to investigate the 
complaint it is required to take the utmost account of 
any draft decision submitted by the organisations local 
supervisory authority.

European Data Protection Board 
The GDPR establishes the European Data Protection 
Board (“EDPB”). The EDPB will replace the WP29 and 
it shall be composed of the head of one supervisory 
authority of each Member State and of the European Data 
Protection Supervisor, or their respective representatives. 
The EDPB has the status of an EU body with legal 
personality and extensive powers to determine disputes 
between national supervisory authorities, to give advice 
and guidance and to approve EU-wide codes and 
certification. Therefore, the EDPB has more extensive 
responsibilities and powers than the WP29.

Next steps
Organisations should decide whether there are cross-
border elements to their data processing activities. If 
an organisation has establishments in more than one 
member state, it should evaluate, whether it is to be 
considered as “cross-border processing”. The lead 
supervisory authority should be determined in relation to 
each individual case of processing.
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Lawful basis  
for processing 
In general, the GDPR does not implement significant changes in 
relation to the lawful basis for the processing of personal data. 

The grounds on which personal data may be lawfully 
processed are set out below:

1 the data subject has given consent to the 
processing of his/her personal data for one or 
more specific purposes

2 processing is necessary for the performance of 
a contract to which the data subject is a party 
to or in order to take steps at the request of the 
data subject prior to entering into a contract

3 processing is necessary for compliance with  
a legal obligation to which the data controller 
is subject

4 processing is necessary in order to protect the 
vital interests of the data subject or of another 
natural person

5 processing is necessary for the performance 
of a task carried out in the public interest or in 
the exercise of an official authority vested in the 
data controller

6 processing is necessary for the purposes 
of a legitimate interest pursued by the data 
controller or a third party, except where such 
interests are overridden by the interests or 
fundamental rights and freedoms of the data 
subject, which require protection of personal 
data, in particular where the data subject is  
a child

Legitimate interest 
The GDPR does not substantially change the legitimate 
interests conditions. Similar to the Directive, the legitimate 
interest of an organisation may be outweighed by an 
individual’s fundamental rights or freedoms. 

However, one noteworthy change introduced by the 
GDPR is that public authorities will no longer be able 
to rely on legitimate interests as a lawful basis for the 
processing personal data.

Next steps
Organisations should review the basis of their processing 
activities and public authorities in particular should be 
mindful of the new legitimate interest conditions.
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Sanctions and remedies 

The GDPR provides new and increased levels of fines that 
supervisory authorities are permitted to impose against both data 
controllers and now also data processors. 

The GDPR provides new and increased levels of fines 
which supervisory authorities are permitted to impose 
against data controllers and now also data processors. 
It also provides supervisory authorities with extensive 
powers to enforce compliance. 

Organisations can face fines of up to €20m or 4% of their 
total worldwide annual turnover (whichever is the greater) 
in the previous year. Supervisory authorities will have 
discretion as to whether to impose a fine, and the level of 
that fine.

These fines will be levied against organisations for 
breaches of numerous different GDPR provisions. 
However, some breaches fall into a lesser category and 
are subject to fines of up to 2% of annual worldwide 
turnover or €10m (whichever is the greater) in the 
previous year. Failing to notify a personal data breach or 
failing to put in place an adequate contract with a data 
processor will fall into the lower tier of fines.

Supervisory authorities must consider a myriad of 
factors when deciding on fines, some of which include 
the seriousness of the breach, whether the breach was 
intentional or negligent, any steps taken to mitigate the 
breach, the financial benefit derived from the breach and 
the degree of co-operation with the supervisory authority. 
Organisations which have a fine levied against them can 
appeal the decision and sanction in their national court.

Other sanctions
Supervisory authorities will also have the ability to carry 
out audits, investigate organisations actions and the 
capability to demand information from them. They will 
also have the ability to issue warnings or reprimands, 
as well as issuing a temporary or permanent bans on 
processing. 

Next steps
Organisations should start reviewing their compliance 
with the GDPR generally in order to establish whether 
they are fully compliant with the GDPR. Organisations 
should also be aware of their lead supervisory authority 
(if applicable).
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10 things you can 
do now

Determine if your organisation is 
caught by the GDPR

What?

The GDPR will bring some organisations under the 
EU data protection law umbrella for the first time. 
Organisations should undertake an assessment of the 
applicability of the GDPR in this regard.

Why?

Any organisation subject to the GDPR must be 
compliant by the Effective Date. Understanding 
whether the GDPR applies to your organisation is 
important in order to ensure compliance on the 
Effective Date. In addition, if the GDPR does not apply 
to your organisation, you can move away from GDPR 
compliance safe in the knowledge that you are not 
required to undertake any action in this regard.

Be ready for a data breach 

What?

Any organisation that processes personal data is at 
risk of a data breach. A data breach includes any 
accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal 
data processed. Organisations should establish clear 
policies, procedures and an action plan so that they 
are prepared for any such data breach.

Why?

The GDPR introduces a mandatory notification 
requirement for organisations involved in a 
data breach. Crucially, the GDPR only provides 
organisations with a 72 hour window for this 
notification. 

Review how your organisation 
processes data

What?

Many organisations use consent as a lawful basis 
for processing personal data. Organisations that use 
consent as a lawful basis for processing personal 
data should investigate whether an alternative lawful 
basis would apply. If no such option is available, 
organisations should make certain that they are 
obtaining consent lawfully.

Why?

While the GDPR continues to permit consent as 
a lawful basis for processing data, the GDPR has 
made obtaining consent far more prescriptive. If an 
organisation has the option of processing personal 
data on an alternative lawful basis, it may alleviate the 
costs associated with updating the method used by 
an organisations for obtaining consent.

Get ready for increased requests 
from data subjects

What?

The GDPR affords data subjects with the right to be 
forgotten, the right to make subject access requests, 
the right to restrict processing and the right to data 
portability, amongst others. Organisations should 
establish policies and procedures for dealing with 
these requests.

Why?

These requests are fundamental rights afforded to 
data subjects. Therefore, organisations must ensure 
they are ready to comply with these rights. Moreover, 
it is likely that these requests will increase after 
the introduction of the GDPR given the increased 
awareness surrounding data protection.

1

3

2

4
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Get familiar with the new 
accountability principle

What?

Under the GDPR, compliance alone is not sufficient. 
The new principle of accountability requires 
organisations to be able to “demonstrate” such 
compliance. Therefore, organisations should 
implement internal policies and procedures which 
will enable them to demonstrate their compliance 
with the GDPR. 

Why?

A failure by an organisation to abide by this principle 
will leave them open to the significant sanctions 
under the GDPR.

Determine whether you need a data 
protection officer

What?

The appointment of a DPO is compulsory for a  
large number of organisations under the GDPR. It  
is important to assess whether your organisation  
falls under the mandatory category prescribed under 
the GDPR.

Why?

Organisations that are required to appoint a DPO 
should start that appointment process as soon 
as possible. Organisation that are not required to 
appoint a DPO should consider voluntarily appointing 
a DPO. 

Update your privacy notices 

What?

The GDPR has increased the detail that must be 
included in a privacy notice. In addition, the GDPR 
requires information to be provided in a clear manner 
and to be provided by written or electronic means. 
Therefore, privacy notices should be updated by all 
organisations on or before the Effective Date.

Why?

Existing privacy notices will not contain all of the 
mandatory information required under the GDPR. 
Therefore, it is important that all organisations  
review and update their privacy notices so as to 
ensure compliance with the GDPR on or before the 
Effective Date.

Think about the data processor  
you use

What?

The GDPR imposes significant obligations on 
data processors. Organisations that engage data 
processors will need to review their contractual 
arrangements to ensure continued compliance with 
the GDPR. Organisations that use data processors 
must also ensure that the data processor is GDPR 
compliant.

Why?

Existing contractual arrangements with data 
processors will not cater for the increased 
responsibilities under the GDPR. 

5 6

7 8
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Think about whether you want to 
remain a data processor

What?

Organisations that fall under the category of a  
data processor, should decide whether they still  
wish to continue to act as a data processor given  
the increased scope of their responsibilities under  
the GDPR.

Why?

It is likely that many data processors will need to 
significantly overhaul their internal procedures to 
become GDPR compliant before the Effective Date. 

Spread the word within your 
organisation

What?

Organisations should educate and familiarise their 
employees and personnel with the requirements 
under the GDPR. Seminars, training days and 
information sessions would be helpful in this regard.

Why?

While organisations may put in place appropriate 
contracts and procedures for processing personal 
data lawfully, it is imperative that their employees 
and personnel understand the importance of data 
protection and the rules, procedures and policies 
relevant to them.

9 10
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Indicative countdown 
to 2018
With 12 months left until the GDPR Effective Date, organisations 
have a small window to make the necessary changes to ensure 
compliance. 

The below is a guide to some of the steps an organisation 
may wish to take each month between now and the 
Effective Date.

May 2017 – Assess whether the GDPR 
applies to your organisation
In addition to applying to organisations in the EU, the 
GDPR now also applies to organisations outside the EU 
in certain circumstances. Organisations should ascertain 
whether they are subject to the GDPR. It is important for 
organisations outside the EU to carry out this assessment 
at an early stage. Organisations based outside the EU 
that are subject to the GDPR are required to appoint 
a representative within the EU to act as their point of 
contact with the supervisory authority. 

Additionally, from a purely pragmatic perspective, an early 
understanding by organisations of the GDPR’s applicability 
to them is recommended. Once an organisation is aware 
that it is subject to the GDPR, they can commence their 
preparation for its introduction. 

June 2017 – Update contracts
Appropriately drafted contracts will be a potential 
issue for organisations in light of the GDPR. Given the 
increased obligations placed on data processors and the 
requirement for data controllers to only engage data 
processors that are GDPR compliant, all current contracts 
should be reviewed. Similarly, all future contracts should 
be drafted with the new dynamic of the data controller 
and data processor relationship in mind. 

July 2017 – Decide where your main 
establishment is (where applicable)
Multinationals involved in business across the EU will be 
subject to one supervisory authority. These organisations 
should determine this main supervisory authority. The 
GDPR requires interaction between organisations and 
the supervisory authority. Therefore, locating the relevant 
supervisory authority at an early stage will be helpful when 
updating data protection procedures and policies. 

August 2017 – Review your data transfers 
outside the EU (where applicable)
The GDPR only permits organisations to transfer 
personal data outside the EU in certain circumstances. 
Organisations should review the suitability of their 
justification for the transfer in the context of the GDPR. 

September 2017 – Plan for your data 
protection officer (where applicable)
Under the GDPR, the appointment of a DPO will be 
mandatory for many organisations. These organisations 
should start this process long before the introduction of 
the GDPR. From a practical perspective, the recruitment 
process alone is likely to take some time. In addition, it 
would be advisable for the DPO to have direct input into 
the organisations policies and procedures.

October 2017 – Establish accountability 
procedures
Mere compliance by organisations with data protection 
law is no longer sufficient under the GDPR. Instead, 
all organisations are now also required to be able to 
“demonstrate” compliance. This is likely to involve a 
significant overhaul of internal reporting and record 
keeping policies and procedures for organisations. 
Organisations should commence this process as early  
as possible.

November 2017 – Establish procedures to 
deal with the rights of data subjects
The GDPR has both strengthened the existing rights of 
data subjects and created new rights for data subjects. 
Organisations are likely to experience an increase in the 
amount of requests from data subjects, including subject 
access requests, restriction of processing requests and 
data portability requests. Organisations should ensure that 
their processes and procedures for dealing with these 
requests are GDPR compliant. 
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December 2017 – Ensure data security 
The GDPR has increased the data security obligations 
placed on organisations. Organisations should review 
their methods for keeping data secure. Organisations may 
have to implement suitable technical and organisational 
procedures to protect their systems to ensure continued 
compliance with the GDPR. 

January 2018 – Establish a breach 
notification procedure
The GDPR has also changed the data breach notification 
procedure drastically. In particular, the amount of time 
afforded to organisations to report the breach has been 
reduced significantly. Therefore, a breach notification 
procedure should be established in advance of the GDPR 
Effective Date. 

February 2018 – Update your method of 
obtaining consent (where applicable)
While the GDPR has retained the concept of consent, 
the rules relating to how organisations obtain consent 
have changed greatly. Any organisation proposing to 
use consent as their lawful basis for processing from 
the Effective date, should make the necessary changes 
to their internal procedures to ensure consent is being 
obtained in a manner that is GDPR compliant. 

March 2018 – Update privacy notices
Under the GDPR, organisations are now required  
to include additional information in their privacy  
notices. Therefore, organisation should update their 
privacy notices to bring them in line with the new  
GDPR requirements. 

April 2018 – Review all data protection 
policies and procedures in line with core 
principles
The GDPR reinforced and extended the core rules of data 
processing. Organisations should undertake a final review 
of all of their data protection policies and procedures to 
ensure that they comply with the core principles of data 
protection under the GDPR. 
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Contacts

Eversheds Sutherland are currently working with a large number of 
organisations to create a GDPR compliance roadmap which 
enables organisations to be clear in relation to the steps that need 
to be taken in order to ensure GDPR compliance.

We can help to educate you and your workforce in 
relation to who’s data you hold, what data you hold, why 
you hold the data, how long you should retain the data for 
and where you are holding/storing the data.

The key to success is to begin the process as early as 
possible in order to allow for a smooth transition.

For more information or advice in relation to compliance 
with the current data protection regime and/or the 
changes being introduced by the GDPR, please contact 
any member of the Eversheds Sutherland GDPR 
Implementation Team:

mailto:mariemcginley%40eversheds-sutherland.ie?subject=
mailto:ciaramcgrath%40eversheds-sutherland.ie?subject=
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